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Introduction Research Challenge
6G non-terrestrial network (NTN) will deliver ubiquitous, 6G non-terrestrial network (NTN), security, faces challenges
resilient connectivity through the convergence of satellite, with  allocating resources across satellite—~UAV-ground
UAVs and terrestrial segments. As these networks become infrastructure, while staying robust to attackers that can
Al-native computation and intelligence are distributed interrupt the link.
toward the network edges. This enables service provision for Research Objectives

safety-critical operations in environments beyond terrestrial
networks, while network behaviour becomes highly
dependent on Al-driven decisions taken under highly
dynamic conditions.

» Develop Al-native resource management that adapts to dynamic,
partially observable 6G NTN conditions.

» Establish a security mechanism that preserves resilient decisions
under adversarial data manipulation.

§ System Architecture and Design § Results & Findings
Space / NTN segment Allocation quality on the sat-UAV edge
ISL ISL
% % % Deadline-miss rate (%) Mean latency (ms) Migrations (count)
LEO satellite edge next pass -

sat—drone link N 621 56.2 2 2 2

60.3 54.2
P u . 56.7
. -7 - UAV traffic flows
' - ~ et Traffic Class 1
09
calse
Adversary 0;«/4 UAV Traffic Class 3 feeder / TT&C
N
Ground segment § ocation N — — — - _protected C2 /allocation N A - : . . | :
L~ ‘ er rees r
s eliminary

g Greedy  Heuristic DT manager Greedy  Heurlstic DT m

(preliminary)

Core network The heuristic allocation cuts deadline-misses 62% > 57% vs
greedy. Proposed Decision Transformer generalizes this in one

O-RAN based Ground Domain  Resource Manager(near-RT | adversary spoofs this feed (FDI)
Controller (DC) RIC) v
Legend

Ground Station
(NTN gatewav)

Integrity & Resilience

sc Scenario 1
- Risk-aware allocator C2stays H H H
atenten e diversify C2 across paths policy (preliminary).

Compute-placement timeline per UAV
Return-conditioning: one knob sets the QoS operating point DT manager (measured rollout)

High-level architecture for integrated satellite-UAV-ground scenarios

The architecture spans a space—air—ground continuum, a LEO satellite
segment, UAVs performing on-board and split inference, and a ground
segment comprising terrestrial gNBs, an NTN gateway, edge/central
data centres and the 5G/6G core. A domain controller (near-real-time
RIC) orchestrates the system, allocating resources across tiers.
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The manager is return-conditioned, one target knob sets the

IResource Management

Inputs Resource Manager [O) N Allocation across domains QOS Operating pOint. PaSt the knee |t |OCkS OntO the h|gh_QOS
% a—l_ regime, matching the greedy and heuristic baselines, yet stays
et e ‘ State estimator I« tuneable. Throughout, it migrates UAV's resources across
/s e e ™ terrestrial and LEO edges as conditions shift.
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Visibility-window forecast| Terrestial edge . s N .
L S _ within a single A'I—natlve framewo'rk. offers a pa'Fh toward 6G
Resource Allocation NTNs that are simultaneously efficient and resilient, enables
Robust beief + confidence | o sustaining safety-critical service in dynamic environments.
(from Scenario 2 security
layer) J N bars = C2 / signalling / migration share per node
Security layer Ho signalling M migration
The resource manager across the edge continuum Next Steps
Future work will develop a unified simulation and evaluation
Al techniques can be allocated and migrated across the satellite—| ©nvironment for the integrated framework, incorporating an

adaptive adversary model to stress-test resilience, and will
benchmark both the resource-management and security
components against established baselines under realistic 6G
NTN operating conditions.

UAV-ground edge under intermittent connectivity. Also, Decision
Transformer algorithm will be used to determines node placement,
compute and bandwidth splits, while preserving safety-critical links.
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