cueppar  RE Fingerprinting for LEO Satellite Authentication:
A Physics-Preserving Lightweight Approach

Zijun Gao’, Aisha Junejo' and Fatma Benkhelifa®

* School of Electronic Engine: nd Computer Science, Queen Mary University of London, London, UK.
t School umumpu«u ence and Mathematics, Keele University, Staffordshire, U.

Challenges and Research Gap \

1. Dynamic LEO channels with Doppler shifts and fading effects

Background

1. Rapid expansion of LEO satellite constellations

2. Existing DL-based methods limited by accuracy and efficiency

2. Open space-to-ground links vulnerable to spoofing and
GRIECE J Gy trade-offs [2]

unauthorized access [1]

3. Heavy archit unsuitable for ined LEO

3. Physical-layer authentication as a lightweight security
deployment

complement

4. Vision-style patch processing disrupting RF time-frequency

continuity

4.RF from

p hardware

The proposed lightweight framework for LEO satellite RF fingerprinting \
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PERFORMANCE COMPARISON OF DIFFERENT METHODS. THE BEST RESULTS AR HIGHLIGHTED IN BOLD.

Metric Proposed  ConvNeXtBase  ComNeXCSmall _ComNeXtcTiny _ ResNeC18 3], (41 VT (6]
Accuracy 9581% 97.19%
Precision ) 9554% o7.17%
Recall 99485 9533% 7.20%
9.49% 9581% o774

TABLE 1
(COMPUTATIONAL COMPLENITY AND EFFICIENCY CONPARISON (BATCH SIZE = 63).

Metric prsed_ ComNeXUhuse _ ComNeXtSmall _ ComNeXtTiny _ ResNetI3 (3, (4] ViT (6] VGGI6 (2]

761 99 236 121 260 1S
153 570 s [ 2 s
159 Lo 062 008 050 i3

153860 106336 95133 1326 e e

TABLE 1t
ABLATION STUDY OF TH PROPOSED COMPONENTS,
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